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Project Context
● Use Machine Learning on a 

simulated power grid to 

provide analytics and anomaly 

detection
○ Every node has some power 

output data associated

○ Static electrical properties

○ Location and connections in 

network



High-Level Design



Project Requirements

● Provide Real-time analysis of grid data

● Implement Machine Learning models to generate data predictions and anomaly detection over real 

time power grid data streams

● Frontend interface for grid data, predictions and anomaly visualization

● Use of Docker Containers and PowerCyber testbed working environment



Functional Requirements for Backend

● Technology Requirement

○ Python, Neo4j Database, TensorFlow 2.0, Docker, PowerCyber Testbed Environment

● Machine learning algorithms

○ Provide analyses and insight for simulated power grid

■ Predict transformer output

■ Classify potential anomalies within grid



Functional Requirements for Frontend

● Front-end receives data from backend

● Front-end interface for data visualization

○ Interface directly with backend

○ Graph-based visualization

○ Geographical representation of power grid

○ Charts for history and predictions for each node

○ Tabular data showing anomaly status for every node



Non-functional Requirements

● Maintainability

○ Keep code modular

● Response time

○ Lightweight frontend to accommodate response rate of work heavy backend

● Clear Documentation of code

○ Future senior design teams can take over and upgrade the application



Engineering Constraints

● Only getting $300 in trial credits when using the Google Cloud

● Only have 1 year’s worth of real data and the rest has to be simulated



Engineering Standards

● IEEE/ISO/IEC 12207-2017: Software life cycle processes

○ IEEE/ISO/IEC 29148-2018: Systems and software engineering - Life cycle processes -- 

Requirements engineering

● IEEE/ISO/IEC 23026-2015: Systems and software engineering - Engineering and management of 

websites for systems, software, and services information

https://standards.ieee.org/standard/12207-2017.html
https://standards.ieee.org/standard/29148-2018.html
https://ieeexplore.ieee.org/document/7106438


Technical Challenges: Backend

● Parsing data from database

○ SQLAlchemy

● Implementing real-time updates

● Simulating the openDSS model of the 

grid to generate new data



Technical Challenges: Frontend
● React uses asynchronous methods to update information before updating screen. This might cause 

very large data api calls to have more latency.

● Some components (d3-Grid/google linechart/react) required specific versions for them to work 

together, leading to outdated/fewer functions. 



Questions?


